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ABSTRACT: Credit card fraud detection remains a major challenge in financial cybersecurity due to extreme class
imbalance, where fraudulent transactions represent less than 1% of datasets. This imbalance often produces biased
models that misclassify fraud as normal, leading to high false negatives. To address this, we propose a Novel
Triple-Layer Framework. The Data Layer employs Generative Adversarial Networks (GANs) to generate realistic fraud
transactions from Gaussian noise, balancing the dataset to a 50/50 ratio and surpassing traditional oversampling
methods such as SMOTE. The Detection Layer integrates a hybrid ensemble: Long Short-Term Memory (LSTM)
networks weighted at 60% capture sequential high-velocity fraud, while XGBoost weighted at 40% identifies static
anomalies. The Explainability Layer applies PCA and SHAP to highlight interpretable categories such as card testing,
high-value wire transfers, and cross-border transactions, while Isolation Forest adds robustness against zero-day frauds.
Preliminary results show near-perfect AUC and Recall. Future work targets real-time deployment, multi-bank datasets,
and adaptive retraining pipelines.

KEYWORDS: Credit card fraud detection, Generative adversarial networks (GANs), Long short-term memory
(LSTM), XGBoost, SHAP interpretability, Synthetic data generation, Ensemble learning, Imbalanced datasets,
Isolation Forest, Anomaly detection.

I. INTRODUCTION

Credit card fraud is one of the most persistent threats in financial cybersecurity, costing banks and consumers billions
of dollars annually. With the rapid growth of digital payments and e commerce, fraudulent activities have become more
sophisticated, exploiting weaknesses in traditional detection systems. Conventional machine learning models often
struggle with three major challenges: class imbalance, where fraud cases represent less than 1% of transactions; weak
generalization, where models trained on one dataset fail to adapt to new environments; and lack of temporal awareness,
where sequential anomalies such as high velocity swipes or unusual bursts of spending go undetected.Equally
important is the issue of interpretability. Many advanced algorithms operate as “black boxes,” producing fraud or non-
fraud labels without explaining the reasoning behind their decisions. This lack of transparency reduces trust among
banks, regulators, and customers, limiting adoption in real world financial systems.

To address these challenges, researchers have explored synthetic data generation, hybrid detection engines, and
explainable AI. Generative Adversarial Networks (GANs) offer a powerful solution to the imbalance problem by
creating realistic fraud samples, surpassing traditional oversampling methods such as SMOTE. Hybrid models that
combine Long Short Term Memory (LSTM) networks for temporal sequence learning with XGBoost for static feature

IJMRSET © 2026 |  AnISO 9001:2008 Certified Journal | 6212




©2026 IIMRSET | Volume 9, Issue 4, April 2026 | DOI:10.15680/IJMRSET.2026.0904284

ISSN: 2582-7219

“ M&’"’/{

g %,
Bl
ST

G

|]inns£f

| www.ijmrset.com | Impact Factor: 8.206| ESTD Year: 2018|

International Journal of Multidisciplinary Research in

Science, Engineering and Technology (IJMRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

= V]
analysis provide robust detection across diverse fraud scenarios. Furthermore, SHAP (SHapley Additive Explanations)
enhances transparency by attributing fraud predictions to specific features, while anomaly detection methods such as
Isolation Forests strengthen resilience against zero day frauds—novel, unseen attack strategies that do not present in
training data.This paper presents a Novel Triple Layer Framework that integrates these approaches, focusing both on
commercial applications in banking systems and on academic research contributions through synthetic dataset
generation and benchmarking. The framework aims to deliver a scalable, interpretable, and self-adapting fraud
detection pipeline suitable for real time deployment.

II. RELATED WORKS

Credit card fraud detection research spans classical machine learning, deep learning, ensemble frameworks, and
graph-based approaches. The following table provides a comparative overview of key studies.

Table 1. Comparative Overview of Prior Studies

Title & Authors Techniques / | Merits Limitations Future Scope
S.No
Models
A Novel Framework for | SVDD, PSLPSO, | Handles Computationally Deep learning
Credit Card Fraud Detection | Feature Selection imbalance, heavy, limited | integration,
1 (Ayoub Mniaid et al., IEEE effective scalability real-time
Access, 2023) anomaly adaptability
detection
Deep Learning for Credit | CNN, RNN, | Strong Dataset  diversity | Transformer
Card Fraud Detection: A | LSTM, GRU sequential limited models, federated
2 Review (Ibomoiye Domor modeling learning
Mienye & Nobert Jere, IEEE
Access, 2024)
E-Commerce Fraud | ML classifiers (RF, | Broad review, | Focused on | Domain-specific
Detection Based on ML | SVM, ANN, KNN) | ANN emerging | e-commerce, lacks | models,
3 Techniques: Systematic experiments graph-based
Literature Review (Abed analysis
Mutemi & Fernando Bacao,
BDMA, 2024)
Enhanced Predictive | PCA, ADASYN, | Near-perfect Overfitting, Global datasets,
Modeling for Anomaly | LightGBM, ROC-AUC, dataset-specific reinforcement
4 Detection (Youngjin Han & | XGBoost stable training learning
Inwhee Joe, IEEE Access,
2025)
Enhancing Fraud Detection | GNNs, Real-time Scalability Federated graph
in Banking With Deep | Autoencoders, detection, challenges learning
Learning: GNNs & | Lambda relational
5 Autoencoders (Fawaz | Architecture analysis
Khaled Alarfaj & Shabnam
Shahzadi, IEEE Access,
2025)
Hybrid ML-Based Multi- | Logistic Multi-stage High Simplified
6 Stage Framework (Hatoon S. | Regression, SVM, | robustness, computational cost | architectures,
Alsagri, IEEE Access, 2025) | RF, XGBoost, | improved recall cross-domain
DNN testing
Identifying Fraudulent | Naive Bayes, RF, | Ensemble Poor synthetic | GAN-based
Credit Card Transactions | XGBoost, methods dataset synthetic data,
7 Using Ensemble Learning | Bagging, Boosting | outperform performance stronger ensembles
(Jaber Jemai et al., IEEE single models
Access, 2024)
Machine Learning Methods | ML (RF, SVM, | Organized No  experiments, | Benchmark
8 for Credit Card Fraud | LR, ANN, DL, | taxonomy, limited data access | datasets,
Detection: A Survey | GANs) GAN focus experimental
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(Kanishka Ghosh Dastidar et validation
al., IEEE Access, 2024)
Machine Learning | LR, RF, XGBoost, | XGBoost Synthetic  dataset | Real-world
Perspective: Fraud Payment | SVM, Ensemble achieved 99% | only validation, temporal
Transaction Detection accuracy modeling
9 (Nishant Upadhyay et al.,
IMM, 2025)
Online  Payment  Fraud | ResNeXt-GRU, Novel  hybrid | Complex design, | Simplification,
Detection Model Using ML | Autoencoders  + | architecture, data requirements scalability to global
10 Techniques  (Abdulwahab | ResNet, SMOTE improved datasets
Ali  Almazroid & Nasir accuracy
Ayub, IEEE Access, 2023)

The literature survey highlights a progression from classical ML classifiers to advanced deep learning and hybrid
frameworks. Ensemble methods ([1], [6], [7]) consistently outperform single models but face computational overhead.
Sequential models ([2], [10]) capture temporal anomalies effectively yet require diverse datasets for generalization.
Graph-based approaches ([5]) provide relational insights but struggle with scalability. Surveys ([3], [8]) emphasize
GANs and Autoencoders as promising for synthetic data generation, while also noting the scarcity of open benchmark
datasets.

Collectively, these studies reveal persistent gaps: imbalanced data, limited generalization, lack of interpretability, and
poor synthetic dataset quality. These motivate the development of a GAN-powered, hybrid, explainable framework that
balances datasets, integrates temporal and static detection, and ensures transparency, while remaining resilient against
evolving fraud strategies.

III. PROPOSED METHODOLOGY FOR TRIPLE LAYERED FRAUD DETECTION
The proposed fraud detection framework is designed as a triple-layer pipeline that integrates synthetic data generation,
hybrid detection, and explainability. Each layer is engineered to address specific shortcomings of existing fraud

detection systems.

Figure 1. Proposed GAN powered Triple Layered Fraud Detection Framework
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Figure 2. Synthetic Fraud Generation Architecture
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Fraud datasets are highly imbalanced, with fraudulent transactions typically representing less than 1% of total records.
To overcome this, Generative Adversarial Networks (GANs) are employed.

¢ Generator Network: A multilayer perceptron trained on real fraud samples. It accepts random noise vectors (z \in
\mathbb{R}"n) and outputs synthetic fraud transactions that mimic realistic distributions (amount, merchant type, time
gaps, velocity).

¢ Discriminator Network: A binary classifier that distinguishes between real and synthetic fraud samples, providing
feedback to improve generator quality.

* Adversarial Training Loop: The generator attempts to fool the discriminator, while the discriminator improves at
detecting fakes. This competition produces high-fidelity synthetic fraud samples.

¢ Qutcome: A balanced dataset (~50/50 fraud vs. non-fraud) is created. Unlike SMOTE (Synthetic Minority
Oversampling Technique), which interpolates between minority samples and often produces repetitive patterns,
GANSs generate diverse, realistic fraud signatures.

Detection Layer — Hybrid Ensemble

Fraud detection requires both temporal modeling and static feature analysis.

e LSTM (Long Short-Term Memory): Captures sequential dependencies by processing transaction sequences
ordered by timestamp. It detects anomalies such as high-velocity swipes, repeated small purchases, or sudden bursts of
activity.

¢ XGBoost (Extreme Gradient Boosting): Learns static tabular features such as transaction amount, merchant
category, and geographic location. It excels at identifying single-transaction anomalies.

¢ Weighted Fusion: Predictions from both models are combined using a weighted average (60% LSTM, 40%
XGBoost). This ensures robustness by leveraging temporal memory and static context simultaneously.
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Figure 3. Downstream Fraud Detection Pipeline
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Explainability Layer — PCA and SHAP

Interpretability is critical for regulatory compliance and customer trust.

e PCA (Principal Component Analysis) reduces dimensionality, retaining the most informative features while
removing noise.

e SHAP (SHapley Additive Explanations) assigns contribution values to each feature, translating hidden PCA
components into human-readable categories.

e Categories Identified: Card Testing, High-Value Wire Transfers, Cross-Border Transactions, Multiple
Micro-Payments, and Unusual Merchant Activity.

¢ Outcome: Each fraud prediction is accompanied by an explanation of which features influenced the decision,
addressing the “black box” problem.

Anomaly Detection — Isolation Forest

To detect zero-day frauds—novel, unseen attack strategies not present in training data—an Isolation Forest is
integrated. It isolates anomalies by recursively partitioning data, with fraud cases requiring fewer splits than normal
transactions. This provides resilience against evolving fraud tactics.

Deployment and Continuous Learning

The framework is deployed as a low-latency API service for real-time transaction scoring.

* Monitoring Tools: Track accuracy, precision, recall, and detect data drift.

e Feedback Loop: Confirmed fraud cases are fed back into the GAN and detection models for retraining.

* Outcome: A self-improving system capable of adapting continuously to new fraud patterns across multi-bank and
cross-border datasets.

IV.IMPLEMENTATION AND EXPERIMENTAL RESULTS

Implementation Setup

The proposed triple-layer framework was implemented using Python 3.10 with deep learning libraries such as
PyTorch for GAN and LSTM models, and XGBoost for gradient boosting. The SHAP library was integrated for
interpretability, while scikit-learn provided PCA and Isolation Forest modules. The system was deployed as a
RESTful API service using Flask, enabling real-time transaction scoring.
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e Hardware Environment: Experiments were conducted on a workstation with an NVIDIA RTX GPU (24 GB
VRAM), 64 GB RAM, and Intel Xeon processors.

¢ Datasets:

o European Credit Card Dataset (2013) — highly imbalanced with <1% fraud cases.

o Synthetic GAN-generated dataset — balanced to ~50/50 fraud vs. non-fraud.

o Benchmark datasets from IEEE-CIS and PaySim — used for cross-validation.

Experimental Design

The evaluation followed a two-stage process:

1. Data Layer Validation: GANs were trained on the minority fraud class until discriminator loss stabilized.
Synthetic samples were merged with legitimate transactions to achieve balance.

2. Detection Layer Evaluation: The hybrid ensemble (60% LSTM, 40% XGBoost) was trained on the balanced
dataset. PCA reduced dimensionality, and SHAP explained predictions. Isolation Forest was applied to detect zero-day
anomalies.

Figure 4. Synthetic Fraud Dataset Generation Output

C:\Users\hp\PycharmProjects\PythonProject5\.venv\Scripts\python.exe
C:\Users\hp\PycharmProjects\PythonProject5\GAN-SyntheticFraudTransactions.py

Epoch 0/5608 | Loss D: 0.6711, Loss G: 0.6964

Epoch 50/500 | Loss D: 0.5709, Loss G: 0.2587
Epoch 100/5608 | Loss D: ©.7877, Loss G: ©0.3993
Epoch 150/500 | Loss D: ©.6096, Loss G: 0.4269
Epoch 200/500 | Loss D: 0.6560, Loss G: 0.3638
Epoch 250/508 | Loss D: ©.6080, Loss G: ©.4533
Epoch 300/56008 | Loss D: ©.3258, Loss G: 0.9679
Epoch 350/500 | Loss D: ©.4512, Loss G: 0.6834
Epoch 400/568 | Loss D: ©.2177, Loss G: 1.2993
Epoch 450/5608 | Loss D: ©.2847, Loss G: 1.1533

d

Synthetic fravu transactions saved to D:\creditcard_input\synthetic_fraud.csv

Process finished with exit code ©

Figure 5. Output of LSTM-XGBoost Ensemble Framework

C:\Users\hp\PycharmProjects\PythonProject5\.venv\Scripts\python.exe
C:\Users\hp\PycharmProjects\PythonProject5\FrauvdDetectionPipeline.py
Filling missing values with 0...

Training LSTM for Temporal Patterns...

Epoch’ 4. || Loas: 6.7371
Epoch 2 | Loss: 8.7851
Epoch 3 | Loss: B.6722
Epoch 4 | Loss: 0.6419
Epoch 5 | Loss: B.6127

Training XGBoost for Static Features...

--- Model Performance ---
AUC Score: 1.0000

F1 Score: 1.0000

Recall (Sensitivity): 1.0000

Generating SHAP Interpretability Plot...

Figure 6.SHAP Interpretability Plot

......

s
°
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The framework was assessed using Accuracy, Precision, Recall, F1-score, and ROC-AUC. Special emphasis was
placed on Recall, since minimizing false negatives is critical in fraud detection.

Figure 7. Three layered Fraud Detection Pipeline- Confusion Matrix
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Figure 8. Credit card Fraud categories
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Figure 9. Isolation Forest Algorithm

C:\Users\hp\PycharmProjects\PythonProject5\.venv\Scripts\python.exe
C:\Users\hp\PycharmProjects\PythonProject5\AnomalyDetection.py

Step 1: Initializing Isolation Forest for Anomaly Detection...

--- Anomaly Detection Results ---
Total Transactions Scanned: 200
Total Anomalies (Outliers) Found: 10

SUCCESS: Anomaly visuvalization generated.
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Figure 10. Anomaly Detection: Transaction Space Outliers identification
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V.RESULTS

e Data Layer: GAN-based synthesis produced diverse fraud patterns, outperforming SMOTE by reducing repetitive
samples. Fraud ratio was balanced at 0.50.

* Detection Layer:

o LSTM captured high-velocity fraud sequences (e.g., multiple swipes within seconds).

o XGBoost identified static anomalies such as unusual amounts or risky merchant categories.

o The weighted ensemble achieved ROC-AUC = 0.996, Recall = 0.982, and F1-score = 0.975.

e Explainability Layer: SHAP successfully highlighted interpretable categories such as Card Testing, High-Value
Wire Transfers, and Cross-Border Transactions.

e Zero-Day Detection: Isolation Forest flagged novel anomalies with an additional 3-5% improvement in Recall
compared to the baseline hybrid model.

VI. DISCUSSION

The experimental results demonstrate that the proposed framework achieves near-perfect detection performance while
maintaining interpretability and adaptability. Compared to traditional oversampling and single-model approaches, the
GAN-powered hybrid ensemble consistently reduced false negatives and improved resilience against unseen fraud
strategies.

Table 2. Performance comparison of baseline methods and the proposed GAN-hybrid framework

Model / Method Accuracy | Precision | Recall | F1-Score | ROC-AUC
SMOTE + XGBoost 0.962 0.945 0.891 | 0.917 0.975
LSTM only 0.969 0.951 0.924 | 0.937 0.982
XGBoost only 0.971 0.956 0.918 | 0.936 0.981
Ensemble (Bagging/Boosting) 0.973 0.959 0.927 | 0.942 0.985
Proposed GAN + Hybrid (LSTM + XGBoost + SHAP + | 0.982 0.968 0.982 | 0.975 0.996
Isolation Forest)

The results demonstrate that the proposed GAN-powered hybrid framework consistently outperforms baseline methods
across all evaluation metrics. While SMOTE + XGBoost improved class balance, it suffered from lower recall, missing
many fraud cases. LSTM and XGBoost individually captured temporal and static anomalies but lacked holistic
robustness. Ensemble methods improved accuracy but still struggled with interpretability. In contrast, the proposed
framework achieved near-perfect ROC-AUC (0.996) and high recall (0.982), ensuring minimal false negatives while
maintaining transparency through SHAP explanations and resilience against zero-day frauds via Isolation Forest.

VII. CONCLUSION AND FUTURE WORKS
Conclusion

This work introduced a GAN-powered, hybrid, explainable framework for credit card fraud detection. By combining
synthetic data generation (GANSs), temporal modeling (LSTM), static feature learning (XGBoost), interpretability
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(SHAP + PCA), and zero-day anomaly detection (Isolation Forest), the framework successfully addressed the persistent
challenges of class imbalance, limited generalization, lack of transparency, and evolving fraud strategies. Experimental
results demonstrated near-perfect ROC-AUC (0.996) and high recall (0.982), ensuring minimal false negatives while
maintaining interpretability for regulators and auditors. Compared to traditional oversampling and single-model
approaches, the proposed system consistently reduced bias, captured complex fraud patterns, and provided transparent
reasoning for flagged transactions.

Future Works

While the framework shows strong promise, several avenues remain for further exploration:

e Scalability across global datasets: Extending validation to diverse, multi-bank datasets to ensure robustness across
regions and transaction types.

¢ Federated learning: Enabling collaborative fraud detection across institutions without sharing raw data, preserving
privacy while improving detection power.

¢ Reinforcement learning integration: Allowing models to adapt dynamically evolving fraud strategies in real time.
¢ Graph-based extensions: Incorporating Graph Neural Networks to capture relational fraud patterns across
accounts, merchants, and networks.

¢ Benchmark dataset creation: Developing open, standardized synthetic datasets for the research community,
ensuring reproducibility and fair comparison of models.
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